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Introduction

In May 2024, European Central Bank (ECB) released
its final guide on effective risk data aggregation and
risk reporting, accompanied by a feedback
statement on the consultation that shaped the guide.
This document aims to address persistent challenges
in risk data management within financial institutions,
emphasising the importance of accurate and
comprehensive data for sound decision-making and
regulatory compliance.

Why is managing risk-related data crucial for
financial institutions?

Effective management and aggregation of risk-
related data is vital for sound decision-making and
robust risk governance. Accurate data supports both
strategic and operational decision-making, and is
essential for risk, financial, and supervisory reporting.

What are the benefits of accurate data?

Industry studies highlight the economic benefits of
accurate data, such as advancements in
digitalisation, improved risk management, and more
effective strategic steering, leading to higher
revenues and profitability. In the long term, accurate
data can reduce operational and IT costs through
better automation and robust IT architectures and
systems.

What is the ECB's role in improving risk data
practices?

ECB Banking Supervision has prioritised governance
and quality of risk data since its inception. In 2016,
the ECB conducted a thematic review of effective risk
data aggregation and risk reporting (RDARR) based
on the BCBS 239 principles. The review revealed
significant shortcomings across institutions, none of
which fully adhering to the principles.

What steps has the ECB taken to address these
issues?

In response to these findings, the ECB has intensified
its supervisory approach, urging institutions to make
substantial improvements. Despite increased
scrutiny, progress has been insufficient, and many
structural deficiencies remain unaddressed. After
allowing institutions time to adhere to the principles,
the ECB started conducting various On-Site
Inspections (OSls) across regulated institutions.

What is the purpose of this Guide?

The guide outlines ECB's expectations for RDARR,
aiming to strengthen institutions' capabilities and
address identified shortcomings. It applies national,
EU laws, BCBS 239 principles, offering
recommendations for enhanced data governance
and risk reporting practices.
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Areas of ECB Expectations

ECB’s areas of focus related to Risk Data Aggregation and
Reporting

ECB urges significant institutions to improve data aggregation and internal risk reporting across seven
critical areas for robust governance and effective risk management. They are advised to act promptly if not

already addressed.

The diagram below presents the 7 areas from ECB guidelines related to robust governance arrangements
and effective processes for identifying, monitoring, and reporting risks:

Sufficient
scope of
application

Responsibilities Effective data
of the governance
management framework

body

Effective
implementation
programs

Group-wide

Timeliness of data quality
internal risk management
reporting and standards
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Overview of the ECB

Expectations

Responsibilities of the Management Body

This section outlines the management body's oversight of an institution's goals, risk strategy, and
governance according to the ECB guide. More specifically, the management body is responsible for the

following:

ECB expectations related to the Management Body

Accepting accountability
and exercising full
responsibility for risk
data quality and
governance

Making RDARR a key
priority and allocating
adequate resources

Overseeing, prioritising
and monitoring key
deliverables within the
agreed timelines of
remediation programs

Selecting members to
implement the Data
Governance Framework

Setting clear roles and
responsibilities for
RDARR within the
organisation

Ensuring implementation
of RDARR policies and
processes at the group
level

Confirming the
meaningfulness and
balance of internal risk
reports

Monitoring data quality
key performance
indicators and action
plans

Ensuring management
body members have
sufficient understanding
(knowledge and skills) of
data management and
related risks

Assessing its members'
expertise in data

management, IT,
financial and non-
financial risks, and

reporting requirements
to ensure suitability.

Undertaking regular
trainings on institution

risks, including data
management, T,
financial, and non-

financial risks, tailored to
their roles.
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Overview of the ECB
Expectations

Sufficient Scope of Application

This section emphasises the importance of establishing a comprehensive data governance framework to
identify, manage, monitor, and report risks effectively. There is a need for a comprehensive and integrated
approach to data governance, ensuring that all relevant aspects of risk management are covered to support
informed decision-making and compliance with regulatory requirements.

The framework should apply to all material legal entities, risks, and business
lines, covering the entire data lifecycle from origination to reporting.

It should be integrated into existing governance arrangements and ensure
adequate processes and control mehcanisms for managing data quality
throughout the group.

The scope of application should be clearly defined, considering the institution’s
operations, risk profile, and regulatory requirements.

The scope should include various types of reports (internal risk reports, financial
reports, and supervisory reports submitted to regulatory authorities).

Encompass key internal risk management models (regulatory capital models
and other risk management models).

Key risk indicators should be included in the scope, reflecting the institution’s risk
appetite and other relevant risk indicators identified in internal reports and
models.
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Overview of the ECB

Expectations

Effective Data Governance Framework & Integrated

Data Architecture

The diagrams below emphasise the importance of establishing an effective data governance framework as
well as the necessity for implementing an integrated data architecture. The former ensures the quality and
integrity of data used for risk management and reporting purposes, whereas the latter ensures the quality
and integrity used for risk supervisory, and financial reporting.

Effective
Data
Governance
Framework

Clear allocation of roles &
responsibilities for data
quality across business,
internal control, and IT
functions, including ownership
of key risk indicators and
critical data elements.

000

Establishment of clear data
quality requirements in
internal policies, detailing
processes, roles, and
decision-making, approved at
the right level, and reviewed
regularly.

Establishment of minimum
data elements such as data
ownership, central
governance, independent

validation, and regular
internal audit for effective

governa nce.

Integrated
data
architecture

Implementation of integrated data architecture at group level.

Development of data taxonomies covering legal entities, business
lines, risks, and reports.

Ensure uniform data definitions, validation rules, and complete data
lineages.

Document the implementation choices of data architecture for transparency
and effectiveness.

© 2024 Grant Thornton Advisory (Cyprus) Ltd. All rights reserved. 6




Overview of the ECB
Guidelines

Group - Wide Data Quality Management and
Standards

This ECB expectation outlines the importance of group-wide policies and processes for effective data quality
management within the risk management framework. This ensures consistent, accurate, and reliable data,
supporting informed decisions, regulatory compliance, and effective risk management by identifying and
addressing data quality issues.

Implementation of data quality controls
covering accuracy, integrity, completeness,
and timeliness, from front-office systems to
the reporting layer, automated processes
and periodic reconciliation with institutional
sources and reports.

Definition and measurement of the data
quality indicators to enable systematic
monitoring and recording of data quality
throughout its lifecycle, with periodic
communication to the management body
and conducting impact analysis on risk
measurement effectiveness and institutional

risk profile. Maintenance of an up-to-date register of

data quality issues and limitations (incl.
severity assessment, root cause analysis &
impact analysis, remediation processes,
deadlines, evidence of effective
remediation).

Full integration of end-user computing or
developed applications into data quality
management policies and processes.

Documentation and control mechanisms
for manual workarounds within the scope
of application until data preparation and
reporting steps are embedded in an IT-
controlled environment.

Considering data quality risks in the ICAAP
and ILAAP processes to prevent
underestimation of risks, incoroporating an
additional margin of conservatism in risk
quantification.

© 2024 Grant Thornton Advisory (Cyprus) Ltd. All rights reserved.



Overview of the Expectations

Timeliness of Internal Risk Reporting

The guideline includes the ECB’s expectations regarding timely and accurate internal risk reporting,
which is crucial for ensuring informed decision-making, prompt risk management actions, and
compliance with regulatory requirements, particularly in dynamic and stressful environments.

01. Frequency of Reporting

Align reporting frequency with risk
dynamics - greater changes
require higher frequency.

2. Time Needed to Produce
Reports

Ensure reporting frequency and
production time allow timely
reactions to risk changes and
compliance with risk appetite
indicators.

Calibrate reporting frequency
and production time for timely
reactions to risk changes.

Implement adaptable RDARR
capabilities for stress or crisis
situations to meet ad hoc data
requests with sufficient
granularity.

5. Challenges to Timely
Reporting

Ensure timely risk reporting,
avoiding delays from fragmented
IT or manual processes, especially
during stress situations.
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Overview of the Expectations

Effective Implementation Programmes

Effective implementation programs are essential for addressing weaknesses and gaps in meeting BCBS 239
Principles, ensuring compliance, and enhancing risk management capabilities within institutions. Specifically,
institutions should focus on meeting the following ECB expectations:

,1,' . Identification of Gaps and Weaknesses: Institutions need to identify gaps and
Identification

of Gaps and weaknesses through evaluations, including ECB's, then address them through
Weaknesses programs.

Prc?j;:ct Project Management Governance: Institutions require robust project

Management management governance in effective implementation programs, with proper
CevEHTEINEE risk control measures and ample resources.

3.
Clear Clear Definition of Remedial Actions: Implementation plans need to clearly outline
Definition of remedial actions, targets, milestones, roles, responsibilities, and, if necessary, interim

R:;:i:::' steps to address weaknesses that take longer to resolve.

Consideration of Impacts: Implementation activities should consider their
potential effects on internal models, interactions, and interdependencies of
risk data aggregation with financial reporting frameworks, and overall
business and ICT strategies.

L,
Consideration
of Impacts

5.
Ambitious Ambitious yet Feasible Programs: Implementation programs should aim to address

yet Feasible weaknesses ambitiously while being realistic about resource allocation and timelines.
Programs

Per‘c(:;i'cal Periodical Reporting on Progress: Institutions need regular progress reporting
1 1

. on m?plemer\totlon, analyzing obsto.cles, delays, etc. management oversees
Progress timelines, milestones, and gets consistent updates.

7.
Appointment Appointment of Responsible Members: Appoint one or two management members to
of execute and report on the program's progress to the supervisory function. They need to
e address any implementation delays.

Members
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Supervisory Approach
2023-2025 ECB Work Programme: Key Building Block

The Guide outlines the ECB's minimum supervisory expectations for priority topics crucial for effective RDARR,
serving as a cornerstone of the 2023-2025 work programme.

ECB 2023-2025 Work Programme

Supervisory Focus

Benchmarking
Practices:

2

Improving Data
Quality:

Enhancing the
accuracy and
reliability of

Focused
Engagement:

Comparing
results from off-
site and on-site

Concentrating
on priority areas,

particularly
ensuring
management

activities with the
standards set in

institutions'
supervisory

reporting.(FINREP
/COREP
templates)

bodies are the Guide.

accountable for
governance and
oversight.

The ECB Banking Supervision will intensify its focus on RDARR and undertake

the following actions:

Enhance scrutiny in SREP assessments, targeting areas where previous

Increase Supervisory actions failed.

Intrusiveness

Address internal control gaps with RDARR as priority, setting clear

Strengthen Control remediation deadlines.

Measures

Take action if requirements aren't met, potentially resulting in sanctions or
management changes.

Escalate Enforcement

Integrate RDARR into supervisory activities, including evaluating consolidation
transactions and fit and proper assessments, stressing its role in managing
risks linked to digitalization, data management, IT security, and environmentall
factors.

Assess RDARR in Activities

Enhance data quality measurement via management reports and on-site
inspections, with RDARR emphasis.

Enhance Data Quality

Reinforce RDARR expectations to enhance data governance and risk
management

Clarify Expectations
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How can Grant Thornton
support you?

Assessment.dnd Gap

/" Analysis

Wg can conduct
assessmients to identify
gaps iﬁcurrent risk data
aggregation and reporting
prdctices, aligning with

/ ECB guidelines.

Training ahd Education
We can offer training
programs orﬁd educational
resources to equip staff
with the Lnowledge and
skills required to adhere to
ECB guidelines in risk data
aggregation and reporting

| practices.
Quality Assurance

We can provide support in
‘implementing quality
assurance measures to
mo'i‘r,\wtoin data integrity

and aceuracy throughout |

the risk data aggregation |
and reporting lifecycle, as .
per E\QB guidelines.
N

N,

AN

Tec?ologicol
Integration
We can implement
advanced technological |
solutions to streamline ',
risk data dggregation
processes and enhance
reporting c&qobilities.
*,

/

",
S

\\
3

/

Policy Align’me"'r;t
We can assist in
deve,k)'f)/ing and aligning
pd[fcies with ECB
~~guidelines to ensure
compliance in risk data
aggregation and
reporting processes.

Governance Framework
Establishment

We can establish robust
goverhance-frameworks in

//’ri’ﬁe with ECB é)?p@\ctotions
-~ to govern risk data™

aggregation and rep&ﬂ;i\ng
activities effectively.

—



Contact

Our team specialises in implementing effective risk data aggregation and reporting
practices aligned with ECB guidelines. From assessment to policy alignment and
technological integration, our flexible services ensure accurate and reliable reporting.
Let's enhance your RDARR processes together. Contact us today for tailored support.

Stavros loannou Melpo Konnari Dwayne Price
Partner, Partner,
orer Advi | Financial Services Advi
Grant Thornton Cyprus visory inancial Services Advisory
T +35722 600 1039IO T +357 22 600 123 T +3563 (0)1 436 6494
. E melpo.konnari@cy.gt.com ‘ E dwayne.price@ie.gt.com
E stavros.ioannou@cy.gt.com a%> B .gt.

Lukas Majer
Director, Head of

Andreas Spyrides Jonathan Fitzpatrick

Partner, Head of Quantitative Partner,

Risk Cyprus Risk Advisory, Ireland Quantitative Risk Spain
T +36722 600270 '

T +3531680 5805 ‘ T +353 (0)1 646 9006
E andreas.spyrides@cy.gt.com ( » . . . . E lukas.majer@ie.gt.com
E jonathan.fitzpatrick@ie.gt.com

Phanis loannou
Senior Manager, Quantitative
Risk Cyprus

Monica Odysseos
Senior Manager, Head of Al and
Data Lab Cyprus

Maria Yiasouma
Manager, Quantitative Risk

A Co 8o

Cyprus
T +36722 600 145 < = T+35722 600175 T +357 22 600 161
E monica.odysseos@cy.gt.com Py 2 E phanis.ioannou@cy.gt.com

E maria.yiasouma@cy.gt.com

Offices in Cyprus, Ireland and Spain

linkedin.com/company/grantthorntoncy @ twitter.com/grantthorntoncy

@ facebook.com/grantthorntoncyprus instagram.com/grantthorntoncy
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