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Introduction The Data Protection Maturity Model

As organisations adapt to incorporate Governance and accountability
data protection principles and Central controls and structures
work toward embedding a data supported by all stakeholders
protection culture, those responsible DPIAs and Risk oG] peliizs, prostsszs ¢l
struggle to demonstrate how far the M t artefacts are operational. Subject rights, breach &
anagemen R
S complaints management
organisation has progressed on the Assessing and @ locis Uphol:l’ding data sukgects’ sl
data protection journey. managing data Sitipied : s
and appropriately responding to
o EROR CLESE 9
protection risk. @ Lloolt

Managed incidents, requests and complaints.

For those responsible for data

. Level 3

protection compliance it is critical to S i

understand where you are on that

Level 2

journey to demonstrate:
Repeatable

effective risk management; Transparency
achievements; Keeping data subjects Training
evolving maturity; and informed of how their Driving awareness and
value for money. data is being used in competence throughout the
plain English. organisation.
Grant Thornton’s Data Protection
Maturity Model enables organisations
to assess current maturity levels and
show, in an accessible way, the status
of the organisation’s data protection
maturity; . . Collection
key compliance achievements; Retention and disposal Data is collected fairly
areas of data protection risk; Ensuring personal data is cinel e ey
desired state of compliance; and only retained for as long as
critical focus areas. necessary and destroyed in
line with policy.

The Data Protection Maturity Model
plots the 10 dimensions of data

protection against five levels of

Information Security Processing

maturity. . -
Safeguarding data All personal data processing
subjects personal data adheres to the key principles of data

through appropriate protection laws and regulations.

Third party compliance
Third parties apply the same
personal data protections
and rigorous controls through

technical and
organisational measures.

agreed mechanisms.
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